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1
Decision/action requested

This contribution proposes a solution for the security policy in V2X
2
References

[1]
TR 33.836 v0.4.0 
3
Rationale

For NR PC5, there is need for security policy provisioned on the UE. The contribution contains a proposal for such a solution. 
4
Detailed proposal

It is proposed that SA3 agree the below pCR for inclusion in the TR [1]. 
**** START OF CHANGES ****

6.16
Solution #16: Solution for the activation of user plane security in NR PC5 unicast

6.16.1
Introduction

This solution addresses part of key issue #2 on security for eV2X unicast messages over PC5. In particular, the solution covers the activation of user plane security and provisioning of associated security policy. 
In clause 5.1.2.1 of TS 23.287 [4], there is a large list of parameters that need to be provisioned to the UE for PC5 communications. The solution proposes to add some additional parameters to cover the required security policy for V2X services that may use PC5 Unicast. The policy also applies to geographic areas to allow different regulatory policies to be supported. The security policy has the confidentiality and integrity requirements (on or off) for both control and user plane signalling. 
6.16.2
Solution details

This solution covers the provisioning of PC5 security policy and the activation of user plane security for the V2X NR PC5 unicast.

As part of the provisioning process for PC5 Unicast (see clause 5.1.2.1 of TS 23.287 [4]), the UE is provisioned with the following:

The list of V2X services, e.g. PSIDs or ITS-AIDs of the V2X applications, with Geographical Area(s) that require and their security policy which indicates whether confidentiality and/or integrity protection are required for signalling and/or user plane traffic.

NOTE: No integrity protection on signalling traffic enables services that do not require security, e.g. emergency services.
The activation of user plane security follows the model for activation of user plane security when connected to a 5G core and is done based on the security policy provisioned in the UE, namely:

-
ciphering is activated or deactivated for each user plane bearer individually when the bearer is established;
-
integrity protection is activated or deactivated for each user plane bearer individually when the bearer is established; and

-
the same ciphering and integrity algorithms selected for the signalling traffic are used for all user plane bearers (when activated). 


6.16.3
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.
**** END OF CHANGES ****

